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DATA PROTECTION SERIES:
PART III
THE DATA PROTECTION (GENERAL) REGULATIONS 2021
*Contributor: Vyonna Bondi (Legal and Policy Research Consultant/ Advocate)
Disclaimer: This Article does not form part of a Legal Opinion and is purely informative.

INTRODUCTION
The proposed Data Protection (General) Regulations 2021 cover areas including consent,
collection of personal data, enabling rights, and commercial use, obligations of data controllers
and data processors, data protection, notification of data breaches, transfer of data outside
Kenya, data protection impact assessment and exemptions. This legal update provides a brief
summary of these areas and their contents.
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Data protection impact assessment,
exemptions and compounding of
offences. “A person who is aggrieved
by any decision made pursuant to the
regulations or non-compliance, is
entitled to lodge a complaint with the
Data Commissioner.”

CONSENT OF THE DATA SUBJECT
The regulations require the consent of the data subject. The data controller and data processor
are therefore obligated to ensure that the data subject is capable of understanding and
communicating their consent. In addition, they are required to ensure that the data subject is
informed of the nature of processing in simple and clear terms. Moreover, the data subject
should give specific consent voluntarily. Such consent may be oral, in writing and may include
handwritten signature, an oral statement or the use of electronic or other medium to signify
consent.

COLLECTION OF PERSONAL DATA
Data collection entails obtaining personal data directly from the data
subject or by any means including from other persons; generally available
publications or databases; CCTV; information associated with webbrowsers plus information collected by cookies and biometrics. During
data collection, regard must be had to data minimisation i.e. collecting
what is permitted under the law; ensuring data quality and accuracy;
securing personal data collected; and only collecting sensitive personal
data from the data subject.

RIGHTS OF DATA SUBJECTS
Data subjects are accorded a number of rights including, the right to
access personal data, right to restrict processing, right to object to
processing, right of rectification, data portability request and the right of
erasure.

COMMERCIAL USE OF PERSONAL DATA
In accordance with Section 37 of the Act, commercial use under the
proposed regulations include sending catalogues through any medium;
online advertisements on sites a data subject is logged on using their
personal data, including data collected by cookies, relating to a website
the data subject has used; or sending electronic messages to a data
subject about sales or other advertisements relating to sales. Sensitive
personal data is restricted from commercial use. Nevertheless, personal
data may be used if it is collected from the data subject; the data subject
has been notified of the commercial use and has consented; and has been
provided with an opt-out mechanism.

DATA PROTECTION BY DESIGN OR BY
DEFAULT ELEMENTS
The regulations make provision for a number of key elements for the
protection of personal data by design or by default. These include
elements of the principles of lawfulness; transparency; purpose of
limitation; integrity, confidentiality and availability; data minimization;
accuracy; and the principle of storage limitation.

OBLIGATIONS OF DATA CONTROLLERS
AND DATA PROCESSORS
These obligations include limits on data retention. Data subjects may also
request that their personal data is dealt with anonymously or
pseudoanonymously. Subject to Section 25 of the Act, the proposed
regulations provide that a data controller or data processor may share
personal data that has been collected. Data processors or data controllers
when making automated decisions are required to inform the data
subject; provide meaningful information about the logic involved; ensure
transparent and fair processes; ensure that the rights of data subjects to
oppose profiling and specifically marketing profiling are present and that
a data protection impact assessment is taken.

Additionally, the data controller or data processor is obligated to explain
the significance and envisaged consequences of automated processing;
prevent errors, bias or discrimination; use appropriate mathematical and
statistical procedures; maintain technical and organizational measures to
correct inaccuracies and minimize errors; process personal data in a
manner that prevents discriminatory effects and ensure that the data
subject can obtain human intervention and express their view point. The
data controller or data processor a further obligated to publish and
update a data policy which reflects their personal data handling practices.
Data controllers may engage data processors through written
agreements. Data processors are however precluded from engaging the
services of a third party without the prior authorisation of the data
controller.
The data localization requirement imposes a mandatory duty on data
controllers or data processors who process personal data for actualising a
public good to process such data through a server and data centre located
in Kenya. At least one serving copy of such personal data is to be stored
in a data centre located in Kenya. Such public goods include for example,
population registers and identity management; revenue administrations
for public finances; facilitation of primary and secondary education etc.

NOTIFICATION OF PERSONAL DATA
BREACHES
Data breaches are taken to result in a real risk of harm to a data subject in
the case of identifiable personal information such as the subject’s full
name; I.D. number; account information; health and treatment; investment
and financial data; passwords; and security codes etc. Excluded notifiable
breaches include any personal data that is publicly available except where
it is public due to a data breach; or personal data that is disclosed to the
extent it is required or permitted under the law.
Notifications of data breaches by the Data Commissioner must include
dates and circumstances; chronological account of steps taken and the
assessment of the breach; details of how it occurred; number of data
subjects affected; classes of personal data affected; potential harm to the
data subject; and information on actions taken to eliminate or mitigate
potential harm, or remedy failures or shortcomings.

TRANSFER OF PERSONAL
OUTSIDE KENYA

DATA

The data controller or data processor transferring personal data outside
Kenya must ensure that the recipient is legally bound to provide a
standard of protection comparable to the protections under the Act and
the regulations. Additionally, consent must be sought from the data
subject.
A transferring entity is required to conclude a cross-border transfer
agreement with the recipient. Nevertheless, the requirements for crossborder transfer may not permit restrictions on cross-border transfers
where the transfer is permitted under Section 48 (c) of the Act;
requirements are arbitrary or unjustifiably discriminatory; impose trade
restrictions and the restrictions on transfer of personal data is greater than
is required to achieve the objective.
Countries or territories deemed to have appropriate safeguards are those
that have ratified the AU Convention on Cybersecurity and Personal Data
Protection; concluded a reciprocal data protection agreement with Kenya;
and have an adequate data protection law as determined by the Data
Commissioner.

DATA PROTECTION IMPACT
ASSESSMENT
High risk activities require a data protection impact assessment. These
include automated decision-making with legal or similar implications;
large-scale use of personal data for purposes other than that intended;
biometric or genetic data processing; single processing operations or a
group of similar processing operations; financial and reputational benefits,
demonstrating accountability and building trust and engagement with
data subjects; changes in aspects of processing which result in higher risk;
processing sensitive personal data or data on children or vulnerable
groups; combining, linking or cross-referencing separate data sets across
different sources and where processing is for different purposes;
systematic monitoring of publicly accessible areas on a large scale;
innovative use or application of new technologies or organizational
solutions; where processing hinders the data subject from exercising their
rights; or any similar or related processing.

EXEMPTIONS
Data controllers or data processors who process personal data for national
security reasons may apply to the Cabinet Secretary (CS) for an exemption.
The CS being satisfied with the grounds for the application may issue a
certificate of exemption.
Exemptions may also be granted on grounds of public interest e.g. public
health such as the COVID-19 pandemic or a general situation for example
locating a missing person; performing diplomatic or consular duties; or
asserting legal or equitable claims etc.

COMPOUNDING OF OFFENCES AND
ENFORCEMENT
With the concurrence of the Director of Public Prosecution (DPP) and the
written consent of the person committing the offence, the Data
Commissioner may compound an offence under Sections 58 (8) and 74 of
the Data Protection Act. An order may be made for payment by the
offender of an amount not exceeding two-thirds of the maximum penalty
that would have been imposed upon conviction. When compounding the
offence the Data Commissioner is required to make an order in writing
and attach the admission of the offender and the concurrence of the DPP;
give the offender a copy upon request; and specify the offence, the sum
to be paid and the date payment is due.
A person who is aggrieved by any decision made pursuant to the
regulations or non-compliance, is entitled to lodge a complaint with the
Data Commissioner following the procedures laid out in the Data
Protection (Compliant and Enforcement) Regulations 2021 (see Part II of
the Data Protection Series).

CONCLUSION
The scope of the Data Protection (General)
Regulations 2021 is relatively wide and covers a
number of areas relevant to the administration and
implementation of the Data Protection Act 2019. The
proposed regulations also provide for a number of
standard forms for use by both data controllers and
data processors as well as data subjects. These
proposed regulations are currently subject to public
participatory processes and are available at:
https://www.odpc.go.ke/resources/data-protectiongeneral-regulations-2021/
We will publish further updates on the process of
passing of the regulations.
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