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ISSUE 
PG. 2 
Objectives key definitions and the 
office of the data commissioner. 
"Personal data" means any 
information relating to an 
identified or identifiable natural 
person. 

PG. 3 
Principles and obligations, right of 
the data subject, duty to notify, 
sensitive data, transfer of data 
outside Kenya and exemptions. 

“Data transfer outside Kenya is 
subject to proof submitted to the 
Data Commissioner that 
appropriate security safeguards 
have been undertaken including 
proof that the recipient jurisdictions 
have commensurate data 
protection laws.” 

PG. 4 
Offences and penalties for non-

compliance. “Any person obtaining 
access to personal data, or any 
information constituting such data 
without prior authority of the data 
controller or data processor or 
disclosure of such personal data to 
a third party is an offence.” 

 

DATA PROTECTION SERIES: 
PART I 
THE DATA PROTECTION REGIME AND HIGHLIGHTS 
FROM THE DATA PROTECTION ACT 

*Contributor: Vyonna Bondi (Legal and Policy Research Consultant/ Advocate) 

Disclaimer: This Article does not form part of a Legal Opinion and is purely informative. 

INTRODUCTION 

The right to privacy is guaranteed under Article 31 of the Constitution. It includes the right 

not to have information relating to family or private affairs unnecessarily required or 

revealed; or the privacy of communications infringed. Moreover, Article 2 of the 

Constitution recognizes general rules of international law as well as treaties and 

conventions that Kenya has ratified as sources of law in Kenya. This means that provisions 

of the Universal Declaration of Human Rights (UDHR) and the International Covenant on 

Civil and Political Rights (ICCPR), which provide for privacy rights and have been ratified 

are binding in Kenya. The following Acts and Regulations also have implications for 

privacy rights in Kenya. They include - Kenya Information and Communications Act, 2009, 

Kenya Information and Communications (Consumer Protection) Regulations, 2010, 

National Intelligence Service (NIS) Act 2012, The Prevention of Terrorism Act, 2012; The 

Security Laws (Amendment) Act, 2014 and the Access to Information Act, 2016.  

Nevertheless, the Data Protection Act 2019 was specifically implemented to give effect to 

the right to privacy envisaged under Article 31. 



 

 HIGHLIGHTS OF THE DATA PROTECTION ACT 

OBJECTIVES 

The objectives of the DPA are primarily focused on the regulation of 

personal data processing; protecting the right to privacy; ensuring that 

data processing is guided by the principles of data protection; the 

establishment of a legal and institutional framework; and finally the 

provision of rights and remedies to data subjects for the purposes of 

protecting the processing of personal data (Section 3 DPA). Section 

4(a) provides that the Act applies to the processing of personal data 

when it is entered in a record, by or for a data controller or processor, 

whether it is by automated or non-automated means. 

KEY DEFINITIONS 

"Data" means information which — (a) is processed by means of 

equipment operating automatically in response to instructions given for 

that purpose; (b) is recorded with intention that it should be processed by 

means of such equipment; (c) is recorded as part of a relevant filing 

system;  (d) where it does not fall under paragraphs (a) (b) or (c), forms 

part of an accessible record; or (e) is recorded information which is held 

by a public entity and does not fall within any of paragraphs (a) to (d). 

"Data controller" means a natural or legal person, public authority, 

agency or other body which, alone or jointly with others, determines the 

purpose and means of processing of personal data; 

"Data processor" means a natural or legal person, public authority, 

agency or other body which processes personal data on behalf of the data 

controller; 

"Data subject" means an identified or identifiable natural person who is 

the subject of personal data; 

"Personal data" means any information relating to an identified or 

identifiable natural person. 

THE OFFICE OF THE DATA PROTECTION COMMISSIONER 

This is a new office established under the DPA, housed within the Ministry 

of Information, Communication and Technology and is described as a 

designated State Office, with the duty to - oversee implementation and 

enforcement; establish and maintain a data controller and data processor 

register; on its own motion or at the request of a data subject,  exercise 

oversight functions on data processing operation and verify whether data 

processing is in compliance with the Act; receive and investigate 

complaints on the infringement of rights among other key functions 

(Section 8 DPA). The establishment of the office will drive clear policy, 

regulation and guidelines in terms of how data is to be specifically 

governed and protected. Government agencies who are repositories of 

personal data will be subject to periodical audits by the Commissioner to 

ensure compliance with the Act (Section 23 DPA). The office should ensure 

that Kenyans’ personal data is only processed in accordance with the 

conditions specified in the Act. 



 

 

 

PRINCIPLES AND OBLIGATIONS 

Data controllers or processors are required to ensure that personal data is 

processed subject to  the data subject’s privacy rights; is processed 

lawfully, fairly and in a transparent manner; collected for explicit, specified 

and legitimate purposes and not further processed in a manner 

incompatible with those purposes; is adequate, relevant and limited to 

what is necessary in relation to those purposes; is collected only based on 

a valid explanation when related to family or private affairs; is kept in a 

form which identifies the data subjects for no longer than is necessary; 

and not transferred outside Kenya, unless there is proof of adequate data 

protection safeguards or the data subject’s consent (Section 25 DPA). 

 RIGHTS OF THE DATA SUBJECT 

These include the right to information on the use of their personal data; 

the right to access their personal data in the custody of the data controller 

or data processor; the right to object to processing of all or part of their 

personal data; the right to correct false or misleading data and the right 

to delete false or misleading personal data (Section 26 DPA). 

DUTY TO NOTIFY 

The obligation comprises the duty to inform the data subject of their 

rights; the fact their data is being collected and the reasons thereof; the 

third parties whose personal data has been or will be transferred including 

details of safeguards; the contacts of the data controller or processor and 

on whether other entities may receive such information; a description of 

the technical and organizational security measures taken to ensure 

integrity and confidentiality; data being collected pursuant to any law and 

whether such is voluntary or mandatory and the consequences for failure 

to provide all or any part of the requested data. 

SENSITIVE DATA 

This comprises data touching on race, health, status, ethnic social origin, 

conscience, belief, genetic data, biometric data, property details, marital 

status, and family details such as names of children, parents and spouses 

as well as information on sex or sexual orientation of the data subject. The 

DPA specifies how such sensitive information is to be collected, stored and 

processed (Part V DPA). In the case of health information, for example, 

such personal data may only be processed by or under the responsibility 

of a health care provider or by a person subject to legal professional 

secrecy (Section 46). 

TRANSFER OF DATA OUTSIDE KENYA 

Data transfer outside Kenya is subject to proof submitted to the Data 

Commissioner that appropriate security safeguards have been undertaken 

including proof that the recipient jurisdictions have commensurate data 

protection laws (Section 48(a) and (b)).  

EXEMPTIONS 

The DPA makes provision for several exemptions. These include 

circumstances where publication is necessary for national security or 

public interest; where processing personal data is by an individual in the 

course of purely personal or household activity; where disclosure is 

required by law or court order; and where processing is undertaken for 

journalistic, literary or artistic purposes including historical, statistical or 

research purposes under specific circumstances (Part VII DPA). 



 

 OFFENCES AND PENALTIES FOR NON-

COMPLIANCE 

Illegal disclosure of personal data by a data controller 

in a manner incompatible with the purpose for which 

data has been collected or a data processor who 

discloses personal data processed without prior 

authority from the data controller is an offence 

(Section 72(1) and 72(2)). Moreover, any person 

obtaining access to personal data, or any information 

constituting such data without prior authority of the 

data controller or data processor or disclosure of such 

personal data to a third party is an offence (Section 

72(3)). On conviction the general penalty is a fine not 

exceeding Kenya Shillings 3 million or a term of 

imprisonment not exceeding 10 years or both. 

CONCLUSION 

As a highlight, regulations will have to be created for 

the administration and implementation of 

requirements imposed on data controllers or 

processors when processing data; mechanisms for 

conducting certification programs; contents of a 

notice or registration by a data controller or processor; 

information to be provided to a data subject and how 

it is to be provided; levies and charges; safeguard 

measures; data processing through a data server or 

data centre in Kenya; issuing and approval of codes of 

practice and guidelines and other matters. 

In sum, the passing of the Data Protection Act, 2019 

represents a trigger to the operationalization of the 

right to privacy embedded in the Constitution of 

Kenya 2010. It is hoped that implementation of this 

legislation will enhance protection of personal data, 

raise awareness, foster collaboration and facilitate 

information sharing among government agencies.  

We will publish further updates on the process of 

implementation of the new Act including the various 

regulations.  
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